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MEE S EgEXE (Smart Object)

« MBMEIEKEWNE L (Smart Object) A H K 4
2 Interneti& AL KA B & F AL, BIES BAFE(RFID), £
R, Bl kKA LA SR E T XA,

Wireless sensor
networks
Embedded
systems

Mobile Smart Objects and the Ubiquitous
telephony Internet of Things computing
Computer Mobile
networking computing
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|EEE 802.15.4 [zfAELEA

e ZigBee

—  http://www.zigbee.org/

e ZigBee RF4CE

—  http://www.zigbee.org/rFAQ/tabid/413/Default.aspx

 SynkroRF

—  http://www.freescale.com/webapp/sps/site/overview.jsp?nodeld=02205025654CB14C2F

* |ISASP100.11a

—  http://www.isa.org/source/2008 02 ISASeminar ISA100.11aStatus Sexton Kinney.pdf

e WirelessHART

—  http://www.hartcomm2.org/hart protocol/wireless hart/wireless hart main.html

 ISTEON

— http://www.insteon.net/developers-about.html
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http://www.isa.org/source/2008_02_ISASeminar_ISA100.11aStatus_Sexton_Kinney.pdf
http://www.hartcomm2.org/hart_protocol/wireless_hart/wireless_hart_main.html
http://www.insteon.net/developers-about.html
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o FAEKZWRIFRRFFFAEG T & W &
: Zigbee, Z-Wave, Xmesh, A ZigBee Alliance
SmartMesh/TSMPE. ... ARE Wi E
(physical, MAC, L) X3 K EEMEHRYE & 2DUST
[ LA AR, 42 TR,

Millennial Net
o %2 EBREMNBITEGEEIRS P ember
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o I BRI BARAE FF Pl b5 4 4L 22 2P R ) IR 44 AL ) 9] AR
( 4=SNA, IPX, ...)

o A2 fEMEE R BT AR IUEE IR iR R RAE Y
— BB RBAMEAFTGTA (B ZERETRAN);
~ XEBWHHREAE ZMA: QS, AZhHE. —HHF;
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IPv6: —HhA[{TRYIRE

o Frax#4r/E: The Internet Engineering Task
Force
o JRLJ] R EME:
— X HEFHEAFTX: FR, ATM, Ethernet, Wireless,
Optical ...

- WX EE 5B d %
 Always favor global than local optimum:

“IP 1f good enough for everything: from email to
video to realtime protocols”

o A EAFR|IRE
o +ALVA E&IPEEM X &
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IP-Wireless Sensor Networks (WSN)

e |P for Smart Objects Alliance (IPSO)

— AR EIRAT REXT A BRI A

— IPTLABEFEIAARSB L L 32 W& P &3] Internet, RE 2 W &
P& E S

- BTEATEZRGIPTH, TR BB R E R EH A EGER
( 4»4 Kbytes RAM and 32 Kbytes) ;

— A FIPH AL BRMEAH K, 6L 0WPAN (the Internet Engineering
Task Force standard for running IPv6 over IEEE 802.15.4 nets )

— REEAL § BhFE B AR (4% Internet Engineering Task Force )

— IPv6 T vA K FIEEE 802.15.4 WM& I HT ¢ A 3% b, F AHRIERIK
ORIE=
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IPSO IP for Smart Object alliance Ip -

September 2008: Alliance launch
27 founding companies

May 2009: 50 members

Arch Rock SAP

Atmal Sensinode
Basch SICE
Clsco Sun MIcTosyEtams
Duiks Enengy Tridiem
Dust Metwarks Watieoo
EDF ZENEYE
ECE Cenira
Eka Systems Clmedrics
Erlcssan ELIKO
Fraescale Emerson Climate Technologles
Galnspan IAR Systems
= ; Jennic 12 Infusion - An ACCESS Company
April 2008: 3 persons S e R
Indel Lan®s & Gyr (Calinat)
¥ INRIA Lulea University of Technology
Patrick, JP and Roland e S T
Nalianal Instruments RICAM .'AG.HET
Kitis Siverspring Hetwarks
Plcoshlet Smartsynch
Primex Wirgless Tampere University of Technology
Profog, LLC Texas Insiruments i
Pregeniation_ID @ 2008 Clsco Systems, inc. All rights resenved Clseo Confidentia T2 1]



Internet Concepts: Layering

Serial X3T9.5
Modem FDDI
—

802.5

ISDN [| Sonet
DSL
GPRS
1: phy
HENK RABIES
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802.3an
Ethernet
1G bT

802.15.4
LoWPAN

802.11n
WiFi




Mak ing sensor nets make sense

LoWPAN - 802.15.4
o 19% of 802.11 power, easier to

embed, as easy to use.
>+ 8-16 bit MCUs with KBs, not MBs.
Web Services 3+ Off 99% of the time
S
O
XML /RPC / REST / SOAP / OSGI | <. ﬂ["
a8
HTTP/FTP/SNMP o - L‘
TCP/UDP - -
2
IP -
h @
_\
Ethernet | Sonet 80211 | g™ 802.15.4, ...
IETF 6lowpan
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m)-
— Standard IPv6 header is 40 bytes [RFC 2460]
— Entire 802.15.4 MTU is 127 bytes [IEEE ]
— Often data payload is small
i)
— Interoperability means that applications need not know the constraints of physical
links that might carry their packets

— |IP packets may be large, compared to 802.15.4 max frame size
— IPv6 requires all links support 1280 byte packets [RFC 2460]

e |IPI%H

— 802.15.4 subnets may utilize multiple radio hops per IP hop

— Similar to LAN switching within IP routing domain in Ethernet
—H- &b

* [HHe

RN RSIRTE T 15
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6LoWPAN Chal lenges

UDP datagram or

TCP stream segment ..., modbus, BacNET/IP, ... , HTML, XML, ..., ZCL
transport header application payload
Network packet
< AN D 1 ~Antinne ~
cls flowlen hops NH ‘src IP \ dst IP net payload JJ
R 168168 g
Link frame T 1280 Bytes MIN .
ctrl len src UID [dst UID link payload _chk

v

< 128 Bytes MAX

o Large IP Address & Header => 16 bit short address / 64 bit EUID
e Minimum Transfer Unit => Fragmentation
e Short range & Embedded => Multiple Hops

RN RSIRTE T 16
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6LoWPAN - |P Header Optimization

Network packet
< 40 B >

cls flowlen hops NH |src IP | dstIP net payload

Link frame «— 3B

ctrl len src UID |dst UID| . |hops chk

N 6LoWPAN adaptation header

 Eliminate all fields in the IPv6 header that can be derived from the 802.15.4
header in the common case

— Source address . derived from link address

— Destination address . derived from link address

— Length . derived from link frame length
— Traffic Class & Flow Label . Zzero

— Next header : UDP, TCP, or ICMP

» Additional IPv6 options follow as options

RN RSIRTE T 17
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o sk
— Standard IPv6 header is 40 bytes [RFC 2460]
— Entire 802.15.4 MTU is 127 bytes [IEEE ]
— Often data payload is small
m)
— Interoperability means that applications need not know the constraints of physical
links that might carry their packets

— |IP packets may be large, compared to 802.15.4 max frame size
— IPv6 requires all links support 1280 byte packets [RFC 2460]

e |IPI%H

— 802.15.4 subnets may utilize multiple radio hops per IP hop

— Similar to LAN switching within IP routing domain in Ethernet
—H- &b

* [HHe
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6LoWPAN Fragmentation

* |IP interoperability over many links => users not limited by frame size

« |P datagrams that are too large to fit in a 802.15.4 frame are
fragmented into multiple frames
— Self describing for reassembly

Network packet

IP header net payload

Multiple Link frames

15.4 header Fn | IP N chk
. o(b?’ .
s ' \ « "
154 header [F2 [ IP K chk
154 header [ F1 [ IP N chk

RN RSIRTE T 19
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Hh
« All fragments of an IP packet carry the same

Htagﬂ
— Assigned sequentially at source of fragmentation

« Each specifies tag, size, and position
Do not have to arrive in order

 Time limit for entire set of fragments (60s)
First fragment

Rest of the fraiments

HRNK RABRIE S 20
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o sk
— Standard IPv6 header is 40 bytes [RFC 2460]
— Entire 802.15.4 MTU is 127 bytes [IEEE ]
— Often data payload is small
i)
— Interoperability means that applications need not know the constraints of physical
links that might carry their packets
— |IP packets may be large, compared to 802.15.4 max frame size
— IPv6 requires all links support 1280 byte packets [RFC 2460]

‘- IP % H

— 802.15.4 subnets may utilize multiple radio hops per IP hop

— Similar to LAN switching within IP routing domain in Ethernet
—H- &b

* [HHe
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Multi—Hop Communication

e Short-range radios & Obstructions => Multi-hop Communication is
often required
— i.e. Routing and Forwarding
— That is what IP does!

e “Mesh-under”: multi-hop communication at the link layer
— Still needs routing to other links or other PANs

* “Route-over”: IP routing within the PAN
« 6LOWPAN supports both

RN RSIRTE T 2o
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RS RY 1P ILEE-uIP

« ulP(1KB RAM and /LKB ROM ) Vs LwIP (40KB RAM, 20KB ROM)
o Contiki Vs TinyOS
o UIPSEIL T M2 PP SCRIA% 51 = s 1P, ICMP, UDPFITCP 3%

Smart object Smart object

| Lo |
[ Loy '
| Lo '
I : I :
: Applications | | Applications |
: | | : |
I (I I
| |
| Operating system | | Operating |
| |
| | | i | '
I [ I
| |
i IP | comm Comm : i IP | comm Comm :
: stack device : : stack device :
: $ |
| Loy '
NN RABTES
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I FFIPRYRREDIRIER G —Cont iki

ROM

Ly
.

™, ™, ™,

Loaded program

T
T T T T T T T T T T T T T T T T
B R T N N

Communication service

RAM

Language run-time

Loaded program

S e
i Communication service
|
|
|
|
|

Kemel
Kemel

I 1
| |
I 1
| |
| |
I

| |
I 1
' |
I

| Program loader :
I 1
| |
I 1
I 1
I I
I 1
| |
| 1
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— MR B L EE—ulPv6

e Contiki OS/UIP stack + KAME stack

o A IPVoHyAERTh4E: Codesize = 11.5 Kbyte, RAM usage
~ 0.2+1.6 =1.8KByste:

o H T8I Archrock, Sensinode, PicosNet, Dust Networks,
Gainspan, ZeroG, etc...

RN RSIRTE T o5
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